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Introduction

The scope for research collaboration across borders
and disciplines is expanding. The diffusion of

data and research results is accelerating. Having

a world-class university research ecosystem that
can capitalize onthese trendsbenefits Canada by
creating exciting opportunities for increased societal
well-being and economic growth. Around the world,
othergovernmentshave recognized the strategic and
economic imperative of having world-class university
research and are investing at unprecedented levels—
creating stronger collaborators and competitors. This
is a global research ecosystem that is rich with new
opportunitiesand new challenges.

At the core of world-class university research is
academic freedom. It empowers researchers to
undertake important work in sensitive areas. However,
researchers need more than just the right to pursue
research on these topics; they need to be equipped
to safely and freely pursue research. Inthe current
context, that meanshaving resourcesto help them
assess and manage risks which emerge as a result
of how the research topic intersectswith domestic

or international economic, political and strategic
interests (economic and geopolitical risks). Research
on emerging technologies with potential military
application or in areas where significant political,
social or economic interests exist will often have
economic or geopolitical risks.

Managing these risks often requires knowledge in
areas unrelated to the research team’s expertise
including cybersecurity, verifying the professional
history of potential team members and assessing the
economic and geopolitical context. While due diligence
processes can seem daunting, there are a number of
relatively easy steps researchers can take to assess
and mitigate a project’sexposure to these risks.

Our hope is that this guide will provide researchers
and research services offices with practical advice
and best practices toundertake aneconomicand
geopolitical risk assessment and mitigate key risks.

Although thisguide wasdeveloped in consultation with
expertsand covers many scenarios, every research
project isunique. An individual project may require
additional risk mitigation measures. Equally, not all
elements in this guide will apply to every project.

In addition to this guide, each university will have

a range of resources, policies and processes to
help researchers identify and manage risk. These
institutional resources also provide critical supports
for a range of scenarios not covered in this guide,
including partner financial due diligence, compliance
with export controllaws and regulations, as well

as other legal or ethical requirements. For any
project, especially those with significant economic or
geopolitical risks, researchers should actively leverage
the full range of institutional resources to help ensure
a successful project.

By equipping researchers to take advantage of
collaborative research opportunities while managing
economic and geopolitical risks, Canada’s research
ecosystemwill thrive. We hope thistool will be useful
in this process. For your convenience, we have created
an abbreviated checklist which can be found in
Appendix B.
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Exposure to
economic and
geopolitical risks

While most research projectsare likely to have a low
economic and/or geopolitical risk profile, taking a
few minutes to proactively assess the risk profile of
your project can help you decide more confidently on
which, if any, risk mitigation measures are appropriate.
In assessing your project’sexposure to economic

or geopolitical risks, you should look for external
indicators of risk and consider the economic and
geopolitical context of your research project.

Identifying external indicators of risk

In addition to proactively assessing your project for
impacts that create economic orgeopolitical risks, you
should watch forexternal risk indicators, including:

+ Offers of funding where the ultimate source of
money and/or value to the funderis unclear.

+ Collaborations or partnerships where you are asked
not to report some/all activities to your institution
or not to adhere to your institution’s policies and
practices. This could include offers to fund your
work with cash.

* Pricing from potential suppliers that is significantly
below market rate and possibly even below cost.

* Youare working with items covered by Canada'’s
Export ControlList.!

If any of the above factors apply to you, it is important
to enlist your institution’s research services or
partnerships office. Once you have addressed the
specific indicator (e.g. by declining suspicious funding
or selecting a different partner or supplier), you
should invest some time in assessing whether this
concern was an indicator of a larger set of economic
or geopolitical risks using the process below.

Assessing economic and
geopolitical context

Even if there are not any obvious indicators of risk,
assessing the risk profile of your project is important.
Toassess whetheryour project may be of interest

to a malicious actor and warrant extra mitigation
measures, you should consider your research’s
potential to impact their economic, domestic or
international political ambitions. The higher the
probability and scale of these impacts, the more
motivated someone might be to steal, compromise or
discredit yourwork.

One way to quickly assess your project is to use the
table on page 5, then compare your results in the
color-coded risk matrix (Figure 1) to determine
next steps.

Instructions:

1.For each economic orgeopolitical dimension in the

table on page 5, use the search terms to conduct an
advanced online search. Replace “[your research

topic]” with youractual research topic.

2.Based on the results of your search, assess whether
yourresearch could have a small, medium or large

impact on the economic orgeo-political dimension.
Indicate this in the “Size” column.

3.Based on the results of your search, assess whether

the probability your research will have the above
impact as being low, medium or high. Indicate this

in the “Probability” column.

1 https://www.international.gc.ca/controls-controles/ about-a_propos/expor/guide-2016.aspx?lang =eng
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Geopolitical impact of research

Size

Probability

Potential for commercial impact

If you are not sure about your project’s potential for
commercial value, you can try an advanced online search for:
[vour research topic]AND (“cost reduction” OR “revenue growth”
OR “market size”)

a0

Potential for national security impact

If you are not sure about your project’s potential for significant

national security impact, you can try an advanced online search
for: [your research topic] AND (“military” OR “defence” OR

“security” OR ‘intelligence”)

aQ)

Potential to impact domestic or international political interests

political interests, you can try advanced online searches for:

o [your research topic]AND (“human rights” OR “democracy” OR
“authoritarian” OR “state-sponsored”)

O If you are not sure about your project’s potentialimpact on

¢ [your research topic]AND (“militant” OR “extremist”)

Having assessed your project’sexposure in several
areas of economic or geopolitical risks, you can now
apply that assessment using the risk matrix to the
right to help you decide on appropriate next steps.

Three possible avenues for next steps are:

* Low risk (green): use standard processesto protect
your research.

* Medium risk (yellow): consider implementing
additional risk assessment and mitigation measures
to address risk, such as those suggested in this
guide, in consultation with yourresearch office.

* Highrisk (red): consult with your research office as
a first step and seek appropriate guidance to further
assess identified risks and implement significant
mitigation measures.

Probability of potential impact

Best practices to help you mitigate risks are the focus
of the rest of this guide.

Fig. 1 Risk Matrix

Medium

Size of potential impact.
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Mitigating economic and geopolitical risks

Building a strong project team

The integrity of your research, particularly in sensitive areas and with international collaborators, relies heavily
on knowing and trusting the people who make up yourresearch team (researchers, fellows, graduate students,
etc.). Insensitive areas, people may be more motivated to misrepresent themselvesto gain access to information.
Strong, trust-driven research teams set the foundation to pursue research in sensitive areas with ahigh degree

ofconfidence.

Best practice checklist for sensitive projects

O Verify all team members’ professional history

and assess alignment with the research
priorities for this project.

due diligence on all members of the team.

= Are their credentials, publications and

T affiliations in line with what they told you?
Consider asking colleagues who may have
more direct knowledge of the individual
than you, and review the individual's
publication history and affiliations through
SCOPUS or a similar tool.

O Conduct appropriate reference checksand

O Assess existingor potential conflicts of
interest or affiliation that would impede
collaboration with any team member.

interests or affiliations of my team
members to discredit our findings,
regardless of the quality of the research
itself?”

O Ask yourself, “Could critics use the

O Discussandagreeonaclear setof goals and

measures of success forthe project with all
team members.

Developing and discussing “S.M.A.R.T.”

O goals (goals that are specific, measurable,

= achievable, relevant, time-bound) with

your team can help ensure alignment and
avoid disagreements once the project is
underway. An introduction to S.M.A.R.T
goals can be found at https://www.
smartsheet.com/blog/essential-guide-
writing-smart-goals.

O Discussprojectrisks internally and make a
plan for their mitigation, involving external
team members as appropriate.

Brainstorm potential project risks with
your team and fill out a risk register.
For more information on risk registers,
visit https://www.smartsheet.com/risk-
register-templates.

a0

O Assess whetherthe practices of your
collaborator(s) and/or collaborating
institution(s) are consistent with your
institution’s standards on ethicsandresearch
conduct.

project, regardless of where the workiis or
was performed, would pass ethics review

O Ask yourself whether all aspects of the
T at yourinstitution.
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Non-academic partners

Collaboration with non-academic partners from industry or the not-for-profit sector bring significant benefits.
When working with non-academic partners, it is important to ensure alignment with your research objectives. In
projectswhere there are significant macro-risks, it is especially important to ensure non-academic partners do
not have ulterior motives.

Best practice checklist for sensitive projects

O Ensure the motivations of all partners are O Explore if other academics have had positive
clear and aligned with the goals of the experiences collaborating with this partner.
research team, including any expectations
aboutintellectual property. O By reaching out to researchers across

your institution and at other institutions,
Ask the partnerdirectly what they expect = you can gather valuable information on
O from the research team during the project past experiencesand solutions to address
= and what they hope to get out of the concerns.
project at the end. O Assess whether the practices and

O Assessifthe partner’s governance structure is contributions of your partner(s) are
transparent and whether the ultimate consistent with the standards on ethics and
beneficiary of their collaboration on your research conduct atyour owninstitution.

projectis clear.

can you easily identify who leads the with your values and would pass ethical
partner organization and any linkages to review at yourinstitution.

government, other organizations and/or

otheractors? What information gaps exist?

Ask yourself whether any contributions
O Looking on the partner’'s website, (data, background IP, etc.) are consistent

O Assess thereputationalrisk associated with
involving the partner.

involvement of the partnerto discredit our
findings, regardless of the quality of the
research itself?”

O Ask yourself, “Could critics use the
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Cybersecurity and data management

The technological revolution has opened the doorsto greaterresearch collaboration by facilitating sharing of
dataand results in real time. When conducting research in sensitive areas, additional measures may be required
to balance the need for data access with protection from unauthorized access or theft. Ensuring adequate
cybersecurity and data management policies, practices and infrastructure are in place and agreed on by all
research team members and partners is important to ensuring publications are not scooped, orthe integrity of
research is not compromised.

Best practice checklist for sensitive projects

O Verify thatallteammembers havecompleted  (J If professional orpersonalinternational
cyber hygiene anddatamanagementtraining. travel is expectedduringtheproject, agree
to a protocol for devicemanagement.
Discuss appropriate training options with
your CIO or with the relevant resource Consult with your institutional leads about
= person in your institution. O the availability of temporary phone and
laptops and otherrecommended practices.
Additional guidance is available from
the Australian Cyber Security Centre’s
Traveling Overseas with Electronic
Devices guide.

a

Assess if the data management and
cybersecurity measures needed to
adequately protect research integrity are in
place across all partners.

practices. Public Safety Canada and the

Canadian Centre for Cyber Security offer
general and research-specific resources
and best practices.

O Consult your institution’s policies and

O Focus on addressing divergent cybersecurity
and data management practices and decide
on a mutually acceptable approach to
securing yourresearch project.

ask yourself, “Given the sensitivity of the
research topic and data, what is the level
of risk associated with a breach and what
is the probability it may occur?”

O When reflecting on existing divergences,
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Use of research findings

Publishing research findings and/or generating IP are key forms of academic currency. Industry and research
partners, both in Canada and abroad, may have different intereststhan academics when it comesto IP ownership
and publication of research results. In addition, all research partners may not enjoy the right to academic
freedom, thereby potentially limiting the ability to publish results.

Best practice checklist for sensitive projects

O Agree to a plan of how and when you
will share details about the project,
including publication, conferences,
teaching, mass media, social media and
personal communication. This will
increase effectiveness and minimize
disagreement later.

a Communications in Health Care
Improvement toolkit that could provide

a good starting point. Keep in mind that
premature disclosure can preclude certain
typesof IP protections.

O The UK's Health Foundation has

O Assess the potential value of any project-
related IP and what you need to do to
protect it.

generated through thisresearch project?
What do we need to do to preserve the
value of this IP?”

O Ask yourself, *“What typesof IP could be

O Ensureall collaborators andpartners have
agreed on how IP will be handled.

can help you understand your institution’s
policies with regard to IP, as well as how
policies, laws and enforcement might vary
across relevant institutions and countries.

O Your institution’s research services office
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O Discuss how restrictions on academic
freedom or commercial interests may impact
the research project and the communication
of research results.

O Ask yourself, “Do the restrictions imposed

on communicating results have potentially
= harmful impacts on the integrity of our
research or our ability to publish results?”

O Ensureall collaborators andpartners are
comfortable with the likely uses of any
research results.

uses of the results of the project, then
ask members if they remain comfortable
proceeding with the project.

O Brainstorm with your team the likely

O Ensure mechanisms exist that guarantee that

any graduate studentsinvolved in the project

are able to use the results to complete their
studies.

office what measures exist at your
institution and make all partners and
collaborators aware of thisrequirement.

O Verify with your research orpartnership



International travel

Today, researcherstravel so frequently that we assume it is low risk. However, when working on aproject with
economic and/or geopolitical risks, international travel requires greaterattention than normal. Once you are in
another country, the legal protectionsand norms you are accustomed to in Canada may not apply. In addition,
you are in less familiar surroundings with a less robust support network. Malicious actors can and do use these
realities to theirbenefit.

Best practice checklist for sensitive projects

O Reviewgovernment traveladvisoriesand O Review your cyber hygiene before travel.
register travel to any countries associated

with the research project. Review the Canadian Centre for Cyber

Security’s guidance on mobile devices
and business travellers as part of your

a0

O The Government of Canada’s travel

advisories provide relevant security preparations. Additional guidance is
= information for regions around the world available from the Australian Cyber
and enable you to register your travel Security Centre’s guide on travelling
before leaving. overseas with electronic devices.
O Assess any potential risks to team members O Reviewthe Travelsecurity guide for
in regards to human rights, particularly university researchers and staff.
minority rights, in any country where travel
is required for the project. O The guide provides a checklist of security
= stepsthat can be taken before, during and
< aftertravel.

travel.gc.ca website, including the Travel
Health and Safety webpage and the
Lesbian, gay, bisexual, transgender, queer
and two-spirit Canadians abroad webpage
to identify potential risks. The Travel
Advice and Advisories webpage also offers
region-specific information regarding
ethnic tensions and other threats to
members of other minority groups.

O Consult Government of Canada’s
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Appendix A: Recommended resources

Additional resources that may be helpful in understanding the current context, particularly the intersection
between geopoliticalissues and technological innovation and risk, are listed below.

Australian Strategic Policy Institute (ASPI) — International Cyber Policy Centre (ICPC): https://www.aspi.org.
au/program/international-cyber-policy-centre

CenterforaNew American Security (CNAS) — Technology & National Security program: https://www.cnas.org/
research/technology-and-national-security

Centerforprotection of national infrastructure (CPNI) - Trusted research guidance foracademics: https://www.
cpni.gov.uk/trusted-research

Centerfor Strategic & International Studies (CSIS) — Technology Policy Program: https://www .csis.org/
programs/technology-policy-program
Georgetown University — Center for Security and Emerging Technology (CSET): https://cset.georgetown.edu

Stockholm International Peace Research Institute (SIPRI) — Dual-use and arms control: https://www.sipri.org/
research/armament-and-disarmament/dual-use-and -arms-trade-control

U.S. Department of Homeland Security (DHS) — 2018 Public-Private Analytic Exchange Program report entitled
Emerging Technology andNationalSecurity: Findingsandrecommendations todevelop anddeploy advanced

technologies through effective partnerships that promote economic, technological, and national security
competitiveness. Available at: https://www.dhs.gov/sites/default/files/publications/2018_AEP_Emerging_

Technology_and_National_Security.pdf
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Appendix B: Research partnership worksheets

When determining how to manage a research project, assessing the project’srisk profile is important. While
most research projectsare likely to have a low economic and/or geopolitical risk profile, taking a few minutes
to proactively assess the risk profile of your project can help you more confidently decide on appropriate risk
mitigation measures.

Step 1: Preliminary risk analysis
a. Assess whether there are any indicators of risk (IoR).

Yes No

There is an offer of funding where the ultimate source of the money and/or value to
the funderis unclear.

You have been asked not to report some/all activities to your institution and/or not
toadhere toyour institution’s policies and practices. This could include offers to fund
your work with cash.

Pricing from potentialsuppliers is significantly below the market rate and possibly
even below cost.

You are working with items covered by Canada’s Export Control List.?

If you answered “Yes” to any of indicators of risk, it is important to enlist your institution’s research
services or partnerships office. Once you have addressed the specific indicator, you should proceed with
the broaderrisk assessment below.

2 https://www.international.gc.ca/controls-controles/ about-a_propos/expor/guide-2016.aspx?lang =eng
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b. Assess the level of interest a malicious actor may have in your research. Consider the scale of potential
economic and geopolitical impacts from your research and the probability of those impacts occurring. Compare
your results with the risk matrix and determine what mitigation steps are required (e.g. none, the mitigation
measures contained in this guide, engaging your institutions research office, etc.).

Geopolitical impact of research
Size Probability
Potential for commercial impact
Potential for national security impact
Potential to impact domestic or international political interests
* Low risk (green): use standard processesto protect Fig. 1 Risk Matrix

your research.

* Medium risk (yellow): consider implementing
additional risk assessment and mitigation measures
to address risk, such as those suggested in this
guide, in consultation with yourresearch office.

» High risk (red): consult with your research office as
a first step and seek appropriate guidance to further
assess identified risks and implement significant
mitigation measures.

Probability of potential impact

Medium

Size of potential impact
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Step 2: Mitigating economic and geopolitical risk checklist

Build a strong project team

0

Verify all team members’ professional history and
assess alignment with the research priorities for
this project.

Assess existing or potential conflicts of interest
or affiliation that would impede collaboration with
any teammember.

Discuss and agree on clear goals and measures of
success for the project.

Discuss project risks internally and make a plan
for their mitigation, involving external team
membersas appropriate.

Assess whether the practices of your
collaborator(s) and/or collaborating institution(s)
are consistent with your institutions’ standards on
ethicsand research conduct.

Assess non-academic partners

0

Ensure the motivations of all partners are
clear and aligned with the goals of the
research team, including any expectations
about intellectual property.

Assess if the partner’s governance structure is
transparent and whetherthe ultimate beneficiary
of theircollaboration on your project is clear.

Assess the reputational risk associated with
involving the partner.

Explore if otheracademics have had positive
experiences collaborating with this partner.

Assess whether the practices and contributions
of your partner(s) are consistent with the
standards on ethics and research conduct at your
own institution.

Cybersecurity and data management

m]

a

Verify all team members have completed cyber
hygiene and data management training.

Assess if data management and cybersecurity
measures needed to adequately protect research
integrity are in place across all partners.

0

Focus on addressing divergent cybersecurity
and datamanagement practices and decide ona
mutually acceptable approach to securing your
research project.

If professional or personal international travel is
expected during the project, agree to aprotocol
for device management.

Review use of research findings

0

Agree to a plan regarding how and when
project details will be shared including through
publications, conferences, teaching, mass media,
social media and personal communications.

Assess the potential value of any project-related
IP and how to protect it.

Ensure all collaborators and partners have agreed
on how to handle IP.

Discuss how restrictions on academic freedom
or commercial interests may impact the
research project and the communication of
research results.

Ensure all collaborators and partnersare
comfortable with the likely uses of any
research results.

Ensure mechanisms exist that guarantee that any
graduate students involved in the project are able
to use the results to complete their studies.

Internationaltravel

0

Review government traveladvisories and register
travel to any countries associated with the
research project.

Assess any potential risks to team members in
regards to human rights, particularly minority
rights, in any country where travelis required for
the project.

Review yourcyber hygiene before travel.

Review the Travelsecurity guide for university
researchers and staff.
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