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Why this publication is needed
Compliance risks are common and frequently material risks 
to achieving an organization�s objectives. For many years, 
compliance professionals have used a widely accepted 
framework for compliance and ethics (C&E) programs to 
prevent and timely detect noncompliance and other acts 
of wrongdoing. The C&E program framework is described 
in Appendix 1 (if readers are not already familiar with the 
elements of a C&E program, consider reading Appendix 1 
before proceeding). The COSO Enterprise Risk Management 
(ERM) Framework, meanwhile, has been used by risk and 
other professionals to identify and mitigate a variety of 
organizational risks, including compliance risks.

This publication aims to provide guidance on the application 
of the COSO ERM framework to the identi�cation, 
assessment, and management of compliance risks by 
aligning it with the C&E program framework, creating a 
powerful tool that integrates the concepts underlying each of 
these valuable frameworks.

What are compliance and compliance-related risks?
Risk is de�ned by COSO as �the possibility that events will 
occur and affect the achievement of strategy and business 
objectives.� Risks considered in this de�nition include those 
relating to all business objectives, including compliance. 
Compliance risks are those risks relating to possible 
violations of applicable laws, regulations, contractual terms, 
standards, or internal policies where such violation could 
result in direct or indirect �nancial liability, civil or criminal 
penalties, regulatory sanctions, or other negative effects for 
the organization or its personnel. Throughout this publication, 
�events� associated with compliance risks will be referred to 
as �noncompliance� or �compliance violations.�

Although the underlying acts (or failures to act) are carried out 
by individuals, compliance violations are generally attributable 
to the organization when they are carried out by employees 
or agents of the organization in the ordinary course of their 
duties. The exact scope of acts attributable to an organization 
can vary depending upon the circumstances. In some cases, 
the employee may also bear liability as an individual.

Most compliance violations either inherently cause harm 
or have the potential to result in direct harm to individuals, 
communities, or organizations. Examples of parties that may 
be harmed through compliance violations include customers 
(e.g., violations of privacy or data security laws leading to 
a breach and theft of personal information, product safety 
violations resulting in injuries, antitrust violations resulting in 
in�ated prices), employees (e.g., workplace safety regulation 
violations resulting in injury to a worker, antidiscrimination or 
whistleblower protection law violations), or the general public 
(e.g., environmental violations resulting in illness or death). 

Although most compliance risks relate to speci�c laws or 
regulations, others do not. These other risks, referred to as 
�compliance-related risks,� may include risks associated 
with failures to comply with professional standards, internal 
policies of an organization (including codes of conduct and 
business ethics), and contractual obligations. For example, 
con�icts of interest represent violations of laws or regulations 
only in limited instances (frequently involving government 
of�cials or programs). Con�icts of interest are frequently 
prohibited by professional standards, terms of contracts and 
grant agreements, or internal policies, and they are viewed 
as damaging to an organization if they are not disclosed and 
managed. As a result, con�icts of interest are commonly 
included within the population of compliance risks. 

Accordingly, throughout this publication, the term 
�compliance risk� is used in reference to any risk that 
is either directly associated with a law or regulation or 
is compliance-related in that it is associated with other 
standards, organizational policies, or ethical expectations 
and guidelines.

As this discussion illustrates, the scope of what an 
organization considers to be compliance risks is not an 
exact science, although most organizations use a similar 
list of compliance risk areas within the universe of their 
programs (e.g., environmental, bribery, and corruption), even 
if the speci�c compliance risks within each area may differ. 
Determining the exact scope of a C&E program is typically 

1. INTRODUCTION
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ERM is different than, but related to, internal controls. ERM 
incorporates some of the concepts of internal control. In 
fact, implementation of internal controls is the most common 
approach to reducing risk. But ERM also includes certain 
concepts that are not considered within internal control. For 
example, concepts of risk appetite, tolerance, strategy, and 
business objectives are set within ERM, but are viewed as 
preconditions of internal control. ERM is more closely aligned 
with strategy than internal control.

An important aspect of ERM is its focus on creating, 
preserving, and realizing value. The C&E program supports 
each of these three goals. An effective C&E program 
allows an organization to more con�dently pursue new 
value creation opportunities. Further, value that has been 
created by an organization can quickly become impaired 
when accompanied by violations of laws or regulations. An 
effective C&E program can preserve this value and enable an 
organization to fully realize it.

Accordingly, the management of compliance risk is an 
important element of both the internal control and the 
broader ERM functions and processes of an organization. 

The scope and positioning of the compliance 
function in an organization
As noted earlier, compliance risk generally involves the risk 
of violations of laws and regulations, but it may also address 
contract provisions, professional standards, organizational 
policy, and ethics matters. The laws and regulations that 
fall within the scope of a compliance program, however, 
can vary by industry and from organization to organization. 
For example, risk of violating the Foreign Corrupt Practices 
Act may fall clearly within the scope of a company�s C&E 
program. But compliance with accounting standards 
required in �lings with the U.S. Securities and Exchange 
Commission may be addressed within the accounting and 
�nance functions and may be considered outside the scope 
of the C&E program. Human resources and employment law 
risks may be managed entirely within the human resources 
function, or the compliance function may also participate in 
managing these risks.

There is not a universally accepted de�nition for the 
scope of an organization�s C&E program. It can vary from 
one organization to another. As a result, compliance with 
some laws and regulations may be primarily subject to the 
oversight of others, although the compliance function should 
always be prepared to serve an overarching role or to step 
in to assist or address issues if the others are unable or 
unwilling to properly manage the risk. 

Another difference among organizations may involve where 
the compliance function �sits� within the organization. 
Although a C&E program is organization-wide, involving 
employees and managers from all functional areas, the 
compliance function, consisting of a dedicated team of 
compliance and ethics professionals, may be positioned in 
a variety of locations within an organization chart. In most 
organizations, it is an independent function, and this is 
considered the best practice. In others, it may be a part of, or 
report to, legal, internal audit, risk management, or another 
function. Regardless of where the compliance function is 
positioned on an organization chart, communication and 
collaboration with each of the preceding functions are 
essential to the success of a C&E program.

Likewise, ethics may be considered a function apart from 
compliance. In many organizations, however, compliance 
and ethics fall under a compliance and ethics of�cer.

It is important to understand that although virtually every 
employee plays a role in managing risk, the management/
mitigation of compliance risk is primarily the responsibility of 
all management at all levels. The compliance function leads 
the development of the C&E program, but it is ultimately 
management�s job to execute the program and for the board 
to provide oversight. The role of the compliance and ethics 
of�cer is to help management understand the risks; lead the 
development of the program to mitigate and manage those 
risks; evaluate how well the program is being executed; 
and report to leadership on gaps in coverage, execution, 
or material instances of noncompliance, including those by 
senior leaders. 

In summary, management of compliance risk can be 
performed effectively under a variety of structural models. 
This publication provides guidance on the design and 
operation of an effective C&E program regardless of the 
organizational structure or how responsibilities are allocated.
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This section describes the application of the governance 
and culture component of the COSO ERM framework to the 
management of compliance risks. The COSO framework 
describes the following �ve principles that underlie this 
component:

1 	 Exercises board risk oversight

2 	 Establishes operating structures

3 	 De�nes desired culture

4 	 Demonstrates commitment to core values

5 	 Attracts, develops, and retains capable individuals

Principle 1 � Exercises board risk oversight
The board of directors is responsible for oversight of the 
organization�s C&E program, and management is responsible 
for the design and operation of the program. The expectation 
of board oversight is reinforced in C&E program standards that 
have been promulgated in several countries. For instance, the 
USSG § 8B2.1(b)(2)(A)-(C) state that a company�s �governing 
authority shall be knowledgeable about the content and 
operation of the compliance and ethics program and shall 
exercise reasonable oversight.�

Given the possible complexity of an organization�s C&E program, 
it is often advisable for the board to delegate responsibility for 
this oversight to a board-level standing committee, much like 
audit oversight is commonly delegated to an audit committee. 
This enables a committee to devote suf�cient time to oversight 

� time that may be unavailable for the entire board. As noted 
earlier, the term �board� is used in reference to either the board 
of directors or a board-level committee that has oversight 
responsibility for the C&E program.

For oversight to be exercised properly, there must be an 
open and direct line of communication between the CCO 
and the board. This communication should include regularly 
scheduled, periodic meetings, including sessions in which the 
board meets privately with the CCO without other members of 
senior management present.

Having compliance expertise on the board can be extremely 
valuable and can enhance oversight of the program. Ideally, 
this expertise comes from industry-speci�c experience with 
relevant compliance issues as well as experience developing 
and managing effective compliance programs.

The board should also ensure there is an effective 
compliance oversight infrastructure in place to support the 
C&E program, to include adequate staf�ng and resources, 
as well as appropriate authority and empowerment to 
achieve the objectives of the program. This infrastructure 
may also include an internal compliance committee. Often, 
an internal compliance committee composed of individuals 
from key functions or business units is an effective way 
for the CCO to maintain open lines of communication to 
facilitate timely awareness of emerging compliance risk 
areas and to obtain important input and buy-in on how to 
mitigate and address risks.

2. GOVERNANCE AND CULTURE 
FOR COMPLIANCE RISKS

Table 2.1  Exercises board risk oversight
Key  
characteristics

�	Require the board to oversee compliance risk management and the C&E program, including the approval of its charter
�	Ensure that the board is knowledgeable of and demonstrates oversight of the C&E program (regular part of 

agendas, monitors compliance metrics, holds regular executive sessions with CCO and others)
�	Require that the board includes a member who possesses compliance expertise
�	Document evidence of board oversight of the C&E program in minutes
�	Provide input or approve appointment/dismissal/reassignment of CCO and ensure independence
�	Ensure that su�cient resources are provided for the C&E program
�	Receive regular reports from the CCO 
�	Ensure that the board is informed about material investigations and remediation e�orts and provides input







c o s o . o r g

10    |   Enterprise Risk Management   |  Compliance Risk Management: Applying the COSO ERM Framework

Principle 5 � Attracts, develops, and retains 
capable individuals
An effective compliance function should be led by a CCO with 
appropriate experience and quali�cations. The speci�cs of 
prior experience and other quali�cations can vary based on 
the nature of the organization, its industry, and many other 
factors. 

Throughout the entire organization, hiring individuals who 
respect compliance and make business decisions in an 
ethical manner is vital to the management of compliance risks. 
Indeed, being perceived as an organization that is committed 
to compliance and ethics helps companies attract and retain 
good people.

The USSG, which established the framework for what has 
become the global standard for C&E programs, state that 
an �organization shall use reasonable efforts not to include 
within the substantial authority personnel of the organization 
any individual whom the organization knew, or should 
have known through the exercise of due diligence, has 
engaged in illegal activities or other conduct inconsistent 
with an effective compliance and ethics program.� As such, 
organizations should perform background checks appropriate 
to the responsibilities of the position and in compliance with 
relevant employment laws. The CCO may collaborate with 
human resources and others to identify positions considered 
to involve �substantial authority�� those that could create 
compliance risk for the organization.

The COSO ERM framework indicates that performance 
evaluation and the establishment of appropriate incentives 
are two important ingredients for developing and retaining 

individuals. These tools are critical for the management of 
compliance risks as well. The Department of Justice (DOJ) 
notes that a �hallmark of effective implementation of a 
compliance program is the establishment of incentives for 
compliance and disincentives for non-compliance.�

Just as training on a code of conduct and broad ethical issues 
helps to de�ne an organization�s desired culture (Principle 3), 
training on speci�c compliance risk topics further develops 
individuals� abilities to effectively recognize and manage 
compliance risks. Furthermore, the compliance team itself 
should continue to be developed with training on emerging 
practices for managing a C&E program and changes in the 
legal/regulatory environment.

In recent years, numerous compliance issues have been 
triggered by third parties (nonemployees), especially those 
that play integral roles in connection with supply chains, 
sales, delivery, and other key functions. Accordingly, the due 
diligence concepts described in this section should also be 
applied when engaging third parties to carry out activities 
on behalf of the organization (e.g., suppliers, sales agents, 
outsourcing partners), based on the level of compliance risk 
associated with each third party. The degree of background 
checking, other due diligence, and compliance-related 
performance measures should vary based on the assessed 
level of risk, and due diligence should be repeated periodically 
as part of maintaining ongoing relationships with high-risk third 
parties. Due diligence in engaging with certain third parties, 
as well as ongoing training and monitoring of compliance 
performance of third parties, have become expected by 
regulators and are integral elements of this principle.

Table 2.5  Attracts, develops, and retains capable individuals
Key  
characteristics

�	Hire and retain a CCO with appropriate experience/expertise to lead the C&E program
�	Sta� the compliance team with individuals that possess relevant expertise
�	Perform background checks aimed at screening for compliance risk, tailored to the level of risk associated 

with each position
�	Consider employee execution of and adherence to the requirements and expectations of the C&E program in 

the preparation of performance evaluations
�	Appropriately tailor compliance training based on the compliance risks encountered for speci�c roles in the 

organization
�	Perform risk-based due diligence on third parties
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This section describes the application of the strategy and 
objective-setting component of the COSO ERM framework, and 
the following four principles associated with the management 
of compliance risks:

6 	 Analyzes business context

7 	 De�nes risk appetite

8 	 Evaluates alternative strategies

9 	 Formulates business objectives

Principle 6 � Analyzes business context
Context is critical to understanding and managing 
compliance risks. Business decision-making is one of the 
drivers of compliance risk; decisions can create new risks, 
change existing risks, or eliminate risks. Accordingly, the 
identi�cation of a compliance risk universe should consider 
the organization�s evolving strategy. The CCO should have 
an appropriate level of involvement in the strategy-setting 
process to enable the compliance function to be positioned 
to identify and develop plans to manage compliance risks that 
emerge from changes in strategy. Likewise, the CCO should 
be informed of sudden shifts in strategy that may occur as an 
organization responds to changes in its environment.

Context for effective compliance risk management includes 
consideration of other internal drivers of compliance risk � 

factors that can create new risks or change existing ones. 
Some of the most important internal drivers of compliance 
risk include changes in people, processes, and technology. 
Another driver of compliance risk is management pressure, 
particularly when such pressure is not coupled with reminders 
regarding the expectation of compliance and appropriate 
incentives to adhere to the C&E program. More broadly, 
changes in organizational culture can arise from many factors 
and can affect compliance risk.

External drivers of compliance risk also represent an important 
element of context in identifying and managing compliance 
risks. The most obvious external factors are those involving the 
legal, regulatory, and enforcement landscape. For example, 
recent changes in data privacy and security laws have 
created entirely new compliance risks for some organizations. 
External drivers also include competitive, economic, and other 
factors that may directly or indirectly affect compliance risk. 
External factors may be at a macro level (e.g., industrywide 
competition, economic conditions) or at a micro level (e.g., 
changes in local or regional laws and regulations).

Risk interdependencies may also affect how an organization 
manages compliance risks. An organization�s responses to 
other risks (e.g., strategic, �nancial) may affect compliance 
risk in a positive or adverse way.

3. STRATEGY AND OBJECTIVE-SETTING  
FOR COMPLIANCE RISKS

Table 3.1  Analyzes business context
Key  
characteristics

�	Consider and re�ect organizational strategy in performing compliance risk assessments and managing  
compliance risk

�	Consider how compliance risks are a�ected by internal changes, such as changes in people, structures,  
processes, technology, etc.

�	Evaluate e�ects of external factors (e.g., competitive, economic, enforcement trends, environmental, political, 
social forces) on compliance risks

�	Identify and consider risk interdependencies in the development of strategy
�	Give consideration to cultural and regional di�erences in legal frameworks based on locations where the 

organization operates
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This section describes the application of the performance 
component of the COSO ERM framework and the following 
�ve principles associated with the management of 
compliance risks:

10 	 Identi�es risk

11 	 Assesses severity of risk

12 	 Prioritizes risk

13 	 Implements risk responses

14 	 Develops portfolio view

For C&E programs to be effective, it is expected by 
regulators and others that organizations periodically 
assess the potential threats of legal, regulatory, and policy 
noncompliance, as well as ethical misconduct, so that 
the organization can take steps to manage these risks to 
acceptable levels.

Principle 10 � Identi�es risk
One of the most challenging tasks for the C&E program is 
the identi�cation of the myriad compliance risks faced by 
the organization. Organizations are subject to thousands of 
laws and regulations ranging from antitrust, privacy, fraud, 
and intellectual property rights/obligations to local sales 
tax, licensing requirements, and environmental standards. 
Further, these threats constantly change with new and 
altered legal and regulatory requirements; with shifts in 
organizational strategies, such as a retailer entering the 
business of health care services; and with the emergence of 
new compliance risks as societal values evolve. To function 
effectively, the C&E program needs to have processes in 
place to identify and track these various risks across the 
organization.

Historically, many organizations approached compliance 
with laws and regulations in silos, developing programs to 
address speci�c issues where the organization or others 
in the industry had encountered signi�cant challenges. For 
example, the business unit directly involved with the risk, 
such as antitrust or environmental or money laundering, 

would be responsible for most, if not all, aspects of 
compliance with those laws. As compliance programs have 
matured, they have moved to a more integrative, proactive 
approach based not on a particular past crisis that the 
organization wishes to avoid repeating, but on the systematic 
assessment of the organization and its environment to 
identify current and future threats to compliance. This same 
motive is what drives organizations to implement ERM.

Not all compliance threats will be considered priorities in 
the ERM context. For example, of the 10 most signi�cant 
compliance risks identi�ed by the C&E program, perhaps 
only 2 or 3 of them will be among the 10 most important 
identi�ed by the ERM function at the organizational level, 
after consolidating compliance risks with all other risks. 
Yet for the C&E program, these are important, because 
they can emerge as serious threats through their impact 
on the compliance culture. Regulators expect a speci�c 
assessment of compliance risks as part of the C&E program. 
This suggests that even when an organization has a mature, 
well-developed ERM program, the C&E program should 
supplement the organizational-level ERM and should strive 
to identify and manage all compliance risks, regardless of 
whether all are material at the enterprise level.

Developing a risk inventory for compliance risk is similar 
to the process of developing the ERM risk inventory. As 
illustrated in �gure 4.1, there are a number of approaches 
that can be taken, with some approaches being more 
effective in identifying new and emerging risks.

For compliance risk identi�cation, some approaches have 
been found to be particularly useful. Many organizations 
start with a risk inventory identi�ed by similarly situated 
organizations or industry associations. This inventory needs 
to be viewed as a starting place and should then be tailored 
to the organization, considering its unique operations. 
Another often-used approach is to interview key employees 
to better understand operations and determine applicable 
laws and regulations that they deal with on a regular basis. 
As noted in �gure 4.1, this method is effective at identifying 
existing laws and regulations posing compliance risks and 

4. PERFORMANCE FOR 
COMPLIANCE RISKS
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The legal, regulatory, and ethical environments of 
organizations are ones of constant change and, frequently, 
increased complexity. Technological advancements have 
increased the speed of communications and activity, expanding 
the number of individuals an organization can affect across the 
globe. Even small organizations may be operating in multiple 
countries and jurisdictions, and regulations in these places are 
proliferating. Stakeholder expectations regarding organizational 
conduct continue to rise. Thus, for compliance risk management 
to be effective, the organization must regularly review its 
compliance risk management practices and capabilities and 
take steps to continually improve its C&E program. 

This section describes the application of the review and 
revision component of the COSO ERM framework and the 
following three principles associated with the management of 
compliance risks:

15 	 Assesses substantial change 

16 	 Reviews risk and performance 

17 	 Pursues improvement in enterprise risk management

Principle 15 � Assesses substantial change
Changes in the organization�s internal and external 
environment can have signi�cant impacts on the 
organization�s compliance risk pro�le, often very quickly, 
which is why many compliance program standards require 
periodic re-evaluation and modi�cation. The CCO needs 
to identify potential drivers of changing compliance risk. 
Broadly, these potential drivers include, but are not limited to 
the following:

�	 Changes to the organization�s strategies and objectives

�	 Changes to people, process, and technology

�	 Changes in regulatory requirements and/or societal 
expectations

As Principle 6 discusses, the CCO should be involved in the 
strategy-setting process to allow the C&E program to identify 
and manage the change in compliance risk resulting from 
signi�cant shifts in business strategy and objectives. For 
example, a technology company decides to start or acquire 
a new line of business in a highly regulated environment, 
such as providing cloud services for health systems� medical 
records, or an engineering �rm seeks to begin contracting 
with the federal government. An organizational shift to the 
use of third parties for business processes may also result in 
potentially signi�cant changes to compliance risk.

Changes in the internal environment in people, processes, 
and technologies can also result in changes to compliance 
risk. For example, a change in senior personnel can result in 
a signi�cant shift in the level of risk tolerance as well as the 
compliance culture. Increased performance pressures (cost, 
sales, productivity, ef�ciency, etc.) can affect risk. Mergers 
and acquisitions can also drive change in compliance 
risk. Changes to processes and technologies may also 
lead to potential changes to compliance risk. For example, 
automation may result in the company being able to perform 
a task faster, but it may mean that the impact of a failure will 
also be magni�ed.

Changes in the external environment affect the organization�s 
compliance risks through changes to laws, regulations, 
enforcement priorities, and societal norms and values. 
Assessing the impact on compliance risk has become 
increasingly complex due to the proliferation of laws and 
regulations across jurisdictions, often with con�icting 
requirements. The C&E program needs to keep abreast of 
changes to the regulatory environment through studying 
information from industry and professional groups as well as 
trends in enforcement and guidance provided by regulators. 
There are also increasingly sophisticated regulatory change 
management applications that can assist the C&E program 
with identifying and tracking.

5. REVIEW AND REVISION  
FOR COMPLIANCE RISKS
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This section describes the application of the information, 
communication, and reporting component of the COSO ERM 
framework and the following three principles associated with 
compliance risks:

18 	 Leverages information and technology

19 	 Communicates risk information

20	 Reports on risk, culture, and performance

Principle 18 � Leverages information and 
technology
For a compliance function to effectively manage a C&E 
program, it must have timely access to information pertaining 
to each of the elements of the C&E program. For example, 
to effectively carry out a monitoring and auditing function, 
the compliance function must have access to all information 
relevant to detecting noncompliance or breakdowns in 
compliance-related internal controls.

Technology can be a vital asset in connection with several 
aspects of a C&E program. For example, technology can be 
utilized to deliver compliance awareness training through 
a wide variety of methods and formats, with interactive 
features that improve learning in comparison with other 
methods, such as live classroom-based training. Technology-
assisted training is often easy to update in order to rapidly 
address new issues or simply to keep training fresh.

Nowhere is technology more useful to compliance than in 
the monitoring and auditing component of the C&E program. 
Unlike with a sampling approach to auditing, properly 
designed data analytics can analyze 100% of a population 

of transactions or activities for red �ags. These tests 
can target (1) breakdowns in internal controls designed 
to prevent noncompliance, (2) instances or patterns of 
noncompliance, (3) breakdowns in internal controls designed 
to detect noncompliance, or (4) other indicators or effects of 
noncompliance. Data analytics look through digital records 
to identify anomalies that are consistent with any of these 
four targets. Further, properly designed data analytics 
can be deployed in a manner that focuses on high-priority 
compliance risk areas based on the risk assessment.

For example, digital markers can indicate whether certain 
internal controls for compliance are functioning as designed 
(e.g., is digital evidence consistent with expectations of 
reviews and approvals performed by supervisors when this is 
done electronically?). Digital evidence can also reveal other 
anomalies that are consistent with noncompliance, such 
as indications of records being altered or substituted after 
a transaction has supposedly been completed. Analytics 
can also be applied to unstructured data in pursuit of the 
identi�cation of compliance-related anomalies. Technology 
enables organizations to scan or actively monitor electronic 
communications (e.g., email, text messages, etc.) or 
other text (e.g., explanations on purchase orders, journal 
entries, etc.) for signs of nefarious activities. For example, 
communications between a manager and their subordinates 
could reveal signs of extreme pressure to meet deadlines, 
increasing the risk of employees overriding key compliance 
controls.

Another use of information and technology involves 
performing initial assessments of information provided 
through an organization�s con�dential reporting mechanism. 

6. INFORMATION, COMMUNICATION, AND 
REPORTING FOR COMPLIANCE RISKS

Table 6.1  Leverages information and technology
Key  
characteristics

�	Ensure that compliance has access to all information relevant to e�ectively manage compliance risk
�	Provide compliance with relevant information technology/data analytics skills or access to such skills
�	Utilize data analytics in monitoring/auditing (monitor compliance and performance of internal controls)
�	Create automated dashboards/reports for monitoring compliance
�	Leverage technology to provide for the delivery of e�ective compliance and ethics training
�	Utilize technology to facilitate risk assessment process (scoring, reporting, etc.)
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Introduction
The seven elements of an effective compliance and ethics 
program are described in the U.S. Federal Sentencing 
Guidelines (USSG), ¶8B2.1, subsection (b) as follows:

(1) 	The organization shall establish standards and procedures 
to prevent and detect criminal conduct.

(2)	 (A)	The organization�s governing authority shall be 	
	 knowledgeable about the content and operation of 	
	 the compliance and ethics program and shall exercise 
 	 reasonable oversight with respect to the 	
	 implementation and effectiveness of the compliance 	
	 and ethics program.

	 (B) 	High-level personnel of the organization shall ensure 	
	 that the organization has an effective compliance and 	
	 ethics program, as described in this guideline. Speci�c 	
	 individual(s) within high-level personnel shall be 	
	 assigned overall responsibility for the compliance  
	 and ethics program.

	 (C) 	Speci�c individual(s) within the organization shall 	
	 be delegated day-to-day operational responsibility 	
	 for the compliance and ethics program. Individual(s) 	
	 with operational responsibility shall report periodically 	
	 to high-level personnel and, as appropriate, to the 
	 governing authority, or an appropriate subgroup of the 	
	 governing authority, on the effectiveness of the  
	 compliance and ethics program. To carry out such 	
	 operational responsibility, such individual(s) shall be 	
	 given adequate resources, appropriate authority, and 	
	 direct access to the governing authority or an a 
	 ppropriate subgroup of the governing authority.

(3) 	The organization shall use reasonable efforts not to include 
within the substantial authority personnel of the organization 
any individual whom the organization knew, or should have 
known through the exercise of due diligence, has engaged 
in illegal activities or other conduct inconsistent with an 
effective compliance and ethics program.

(4) 	(A)	The organization shall take reasonable steps to 	
	 communicate periodically and in a practical manner 	
	 its standards and procedures, and other aspects of 	
	 the compliance and ethics program, to the individuals 	
	 referred to in subparagraph (B) by conducting effective 	
	 training programs and otherwise disseminating 	
	 information appropriate to such individuals� respective 	
	 roles and responsibilities.

	 (B)	The individuals referred to in subparagraph (A)  
	 are the members of the governing authority,  
	 high-	level personnel, substantial authority personnel, 	
	 the organization�s employees, and, as appropriate, the 	
	 organization�s agents.

(5) 	The organization shall take reasonable steps�
	 (A) 	to ensure that the organization�s compliance and ethics 	

	 program is followed, including monitoring and auditing 	
	 to detect criminal conduct;

	 (B) 	to evaluate periodically the effectiveness of the 	
	 organization�s compliance and ethics program; and

	 (C) 	to have and publicize a system, which may include 	
	 mechanisms that allow for anonymity or con�dentiality, 	
	 whereby the organization�s employees and agents 	
	 may report or seek guidance regarding potential or 	
	 actual criminal conduct without fear of retaliation.

(6) 	The organization�s compliance and ethics program shall 
be promoted and enforced consistently throughout the 
organization through (A) appropriate incentives to perform 
in accordance with the compliance and ethics program; 
and (B) appropriate disciplinary measures for engaging in 
criminal conduct and for failing to take reasonable steps to 
prevent or detect criminal conduct.

(7) 	After criminal conduct has been detected, the organization 
shall take reasonable steps to respond appropriately to 
the criminal conduct and to prevent further similar criminal 
conduct, including making any necessary modi�cations to 
the organization�s compliance and ethics program.

APPENDIX 1. 
Elements of an E�ective Compliance and Ethics Program
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As described in section 1, global recognition of C&E 
programs has grown considerably in recent years. In this 
appendix, a few additional examples are provided.

France
Guidance on anticorruption compliance programs from the 
French Anticorruption Agency (AFA) in conjunction with 
the 2016 French Sapin II Law was issued in 2017 and then 
updated in December 2019. The guidance notes that the 
compliance of�cer�s mission may go beyond anticorruption to 
include other laws, such as anti-money laundering, antitrust, 
data privacy and others deemed appropriate for the scope 
of the program. The following eight expected areas of a 
program are described in the AFA�s guidance:

1.	 Commitment by top management, including policies 
and procedures, governance over the program that 
extends to the highest level of the organization, and 
communication about the program with employees and 
external partners

2.	 A code of conduct
3.	 An internal whistleblowing system
4.	 Risk mapping, including risk assessment, prioritization 

and management
5.	 Third-party due diligence
6.	 Accounting controls
7.	 Risk training for managers and other employees exposed 

to risks
8.	 Internal monitoring and assessment

Brazil
Brazil�s Clean Companies Act, which took effect in 2014, 
provides for penalties for the commission of certain acts, 
including bribery, money-laundering, and fraud in public 
bidding for contracts, and other offenses. The law required 
the government to issue a regulation on the act, which it did 
in the form of a 2015 decree (8.420/15). The decree states that 
a program will be evaluated for its existence and application, 
according to the following parameters:

1.	 Commitment by the top management of the legal entity, 
including the councils, evidenced by the visible and 
unequivocal support for the program

2.	 Standards of conduct, code of ethics, policies, 
and procedures applicable to all employees and 
administrators, regardless of their position or function

3.	 Standards of conduct, code of ethics and policies 
extended, when necessary, to third parties, such as 
suppliers, service providers, intermediary agents, and 
associates

4.	 Periodic training on the program
5.	 Periodic risk analysis to make necessary adaptations 

to the program
6.	 Accounting records that fully and accurately re�ect 

the transactions of the entity
7.	 Internal controls that ensure the prompt elaboration and 

reliability of reports and �nancial statements of the entity
8.	 Speci�c procedures to prevent fraud and illicit 

activities in the context of bidding processes, in 
the execution of administrative contracts or in any 
interaction with the public sector, even if intermediated 
by third parties, such as payment of taxes, subjection 
to inspections, or obtaining authorizations, licenses, 
permits, and certi�cates

9.	 Independence, structure, and authority of the internal 
body responsible for implementing the program and 
monitoring compliance with it

10.	 Channels of whistleblowing, open and widely 
disseminated to employees and third parties, and 
mechanisms designed to protect whistleblowers

11.	 Disciplinary measures in case of violation of the 
program

12.	 Procedures that ensure the prompt interruption of 
detected irregularities or infractions and the timely 
remediation of the damages generated

13.	 Appropriate procedures for contracting and, as the 
case may be, supervision of third parties, such as 
suppliers, service providers, intermediary agents, and 
associates

14.	 Veri�cation, during mergers, acquisitions, and 
corporate restructuring processes, of the commission 
of irregularities or illicit acts or of the existence of 
vulnerabilities in the entities involved

15.	 Continuous monitoring of the program aiming at 
improving it in preventing, detecting, and combating 
the occurrence of acts prohibited under the law

APPENDIX 2. 
International Growth in Recognition of and Requirements 
for Compliance and Ethics Programs





c o s o . o r g

 Enterprise Risk Management   |  Compliance Risk Management: Applying the COSO ERM Framework   |    39

ACKNOWLEDGMENTS

Society of Corporate Compliance and Ethics & Health Care Compliance Association (SCCE & HCCA)

corporatecompliance.org

This publication is the product of the SCCE & HCCA Working Group on the Application of ERM to Compliance Risk:

Co-chairs
Urton Anderson, Director and EY Professor, Von Allmen School of Accountancy, University of Kentucky
Gerry Zack, CEO, SCCE & HCCA

Contributing editors
Dan Roach, Chief Compliance Of�cer, Optum360
Greg Triguba, Principal, Compliance Integrity Solutions, LLC

Contributors
Thanks to the following individuals for their input, feedback, and contributions:

Deborah L. Adleman, Ernst & Young LLP
Joseph Agins, Institutional Compliance Of�cer, Sam Houston State University
Jeffrey Driver, Faculty, Arizona State University & Principal, Soteria Risk Works
Margaret Hambleton, President, Hambleton Compliance LLC
Samantha Kelen, Chief Ethics and Compliance Of�cer, Cardinal Innovations Healthcare
Gwendolyn Lee Hassan, Managing Counsel � Global Compliance & Ethics, CNH Industrial
Walter Johnson, Assistant Privacy Of�cer, Regulatory Compliance, Inova Health System
Caroline McMichen, Principal, McMichen Consulting and former Vice President, Global Ethics and Compliance, Molson Coors (Retired)
Robert Michalski, Chief Compliance Of�cer, Baylor Scott & White Health
Rebecca Walker, Kaplan & Walker LLP

The Society of Corporate Compliance and Ethics & Health Care Compliance Association (SCCE & HCCA) was founded in 1996 
to serve the health care compliance profession and expanded in 2004 to serve the global compliance and ethics community 
across all industries. With 20,000 members in 100 countries, SCCE & HCCA is the largest association furthering the interests 
of the profession. Headquartered in Minneapolis, Minn., SCCE & HCCA exists to champion ethical practice and compliance 
standards and to provide the necessary training, publications, certi�cations, and other resources for ethics and compliance 
professionals. 

ABOUT THE SOCIETY OF CORPORATE COMPLIANCE AND 
ETHICS & HEALTH CARE COMPLIANCE ASSOCIATION 



c o s o . o r g

40    |   Enterprise Risk Management   |  Compliance Risk Management: Applying the COSO ERM Framework

ABOUT COSO

This publication contains general information only and none of COSO, any of its constituent organizations or any of the 
authors of this publication is, by means of this publication, rendering accounting, business, �nancial, investment, legal, tax or 
other professional advice or services. Information contained herein is not a substitute for such professional advice or services, 
nor should it be used as a basis for any decision or action that may a�ect your business. Views, opinions or interpretations 
expressed herein may di�er from those of relevant regulators, self-regulatory organizations or other authorities and may re�ect 
laws, regulations or practices that are subject to change over time. Evaluation of the information contained herein is the sole 
responsibility of the user. Before making any decision or taking any action that may a�ect your business with respect to the 
matters described herein, you should consult with relevant quali�ed professional advisors. COSO, its constituent organizations 
and the authors expressly disclaim any liability for any error, omission or inaccuracy contained herein or any loss sustained by 
any person who relies on this publication.

Originally formed in 1985, COSO is a joint initiative of �ve private sector organizations and is dedicated to providing thought 
leadership through the development of frameworks and guidance on enterprise risk management (ERM), internal control, and 
fraud deterrence. COSO�s supporting organizations are the American Accounting Association (AAA), the American Institute of 
Certi�ed Public Accountants (AICPA), Financial Executives International (FEI), the Institute of Management Accountants (IMA), 
and The Institute of Internal Auditors (IIA).






